
[image: University of Sydney logo]

[image: ]Draft Cyber Security Policy 2026
Draft Cyber Security Policy 2026	Page 2 of 8
[image: ]Concept map
The keywords in the concept map below are clickable. You can return to the content page by clicking the home icon at top-right, or by pressing [Alt] + [←].



Recover
Protect
Detect
Respond
Identify
Cyber security principles
Govern

	Our Framework
Our Standards
Exemptions
Cyber Security Framework
Breaches





	

	


How we manage reported concerns
How we report on risks and performance
Cyber security events and reporting
How we report on events
Confidentiality
You must report security concerns








Privacy Office
Heads of organisational units and business system owners
Roles and responsibilities
Chief Information Security Officer
Chief Information and Digital Officer
University Executive Operations Committee
University Executive





	

	



	




	






	[image: ]
	[image: ]

	[image: ]
	[image: ]
	[image: ]
	[image: ]
	[image: ]

	Contents
	Purpose and application
	Framework
	Principles
	Events and reporting
	Roles and responsibilities
	Definitions



	
	[image: Information outline]
	About this document
Printed or electronic copies may be out of date. Always check the Policy Register for the current version.
Title page image credit: Adobe stock


[bookmark: Contents]Table of contents	
Part 1	Purpose and application	5
1.1	Purpose	5
1.2	Start date	5
1.3	Application	5
Part 2	Cyber Security Framework	6
2.1	Our Framework	6
2.2	Our Standards	6
2.3	Exemptions	6
2.4	Breaches	6
Part 3	Cyber Security Principles	8
3.1	Govern	8
3.2	Identify	8
3.3	Protect	9
3.4	Detect	10
3.5	Respond	10
3.6	Recover	10
Part 4	Cyber security events and reporting	12
4.1	You must report security concerns	12
4.2	How we manage reported concerns	12
4.3	How we report on risks and performance	12
4.4	How we report on events	13
4.5	Confidentiality	13
Part 5	Roles and responsibilities	14
5.1	University Executive	14
5.2	University Executive Operations Committee	14
5.3	Chief Information and Digital Officer	14
5.4	Chief Information Security Officer	14
5.5	Privacy Office	14
5.6	Heads of organisational units and business system owners	14
Part 6	Definitions	15
Part 7	Notes	18
Part 8	Amendment history	19

	[image: ]
	[image: ]

	[image: ]
	[image: ]
	[image: ]
	[image: ]
	[image: ]

	Contents
	Purpose and application
	Framework
	Principles
	Events and reporting
	Roles and responsibilities
	Definitions



	
1. [bookmark: PurposeAndApplication][bookmark: _Toc243480962]Purpose and application
[bookmark: _Toc162273225][bookmark: _Toc243480963]Purpose	
This Policy explains:
our framework for managing cyber security;
our principles for protecting the confidentiality, integrity, and availability of our digital ICT resources; 
what to do if you suspect a cyber security event; and
responsibilities for the governance and management of cyber security. 
[bookmark: _Toc162273226][bookmark: _Toc243480964]Start date
This Policy commences on [commencement date]
[bookmark: _Toc162273227][bookmark: _Toc243480965]Application
This Policy applies to:
our digital information and ICT resources; and
users of our ICT resources.
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[bookmark: Framework][bookmark: _Toc243480966]Cyber Security Framework
[bookmark: OurFramework][bookmark: _Toc243480967]Our Framework
Our Cyber Security Framework consists of:
this Policy:
which sets out general principles and governance responsibilities;
the Acceptable Use of ICT Resources Policy: 
which sets out the responsibilities of ICT users; and
the Cyber Security Standards:
which provide technical requirements and guidance.
[bookmark: _Toc235691883][bookmark: _Toc235700211][bookmark: OurStandards][bookmark: _Toc243480968]Our Standards
The Chief Information Security Officer:
approves a suite of mandatory Cyber Security Standards for specific ICT activities and operations; and
publishes the Cyber Security Standards on the staff intranet.
Note:	They are organised by subject matter under the heading ‘Standards and Guidelines’. 
The Cyber Security Standards:
support this Policy; and 
apply to:
our digital information and ICT resources; and
users of our ICT resources.
[bookmark: Exemptions][bookmark: _Toc243480969]Exemptions 
Requests for formal exemptions to any part of the Cyber Security Framework must be made:
to the Cyber Security Governance team;
following the Cyber Security Exception Process.
[bookmark: Breaches][bookmark: _Toc243480970]Breaches
A breach of a document in the Framework may constitute: 
a breach of the: 
Student Charter; 
Staff and Affiliates Code of Conduct; 
Health, Safety and Wellbeing Policy; or 
Research Code of Conduct; and
misconduct under the: 
University of Sydney Enterprise Agreement 2023-2026 (pdf, 1.7MB); or
Student Discipline Rule. 
A person acts in breach of this Policy if they: 
personally breach the Policy; 
materially assist or encourage another person to breach the Policy; or 
promote conduct in breach of this Policy on social media or elsewhere.
Note:	News reports or social media posts that refer to a breach having occurred without endorsing the unauthorised conduct will not breach this requirement.
The consequences of a breach of this Policy depends on its type and severity. 
Breaches may result in any of: 
access to ICT resources being limited or discontinued; 
disciplinary action by the University; and 
in the case of serious breaches, civil or criminal proceedings.
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[bookmark: _Toc195623251][bookmark: _Toc196729351][bookmark: _Toc198709765][bookmark: _Toc198710183][bookmark: _Toc210725648][bookmark: _Toc210736139][bookmark: _Toc198709821][bookmark: _Toc198710184][bookmark: _Toc210725649][bookmark: _Toc210736140][bookmark: Principles][bookmark: Govern][bookmark: _Toc243480971]Cyber Security Principles
[bookmark: _Toc243480972]Govern
We establish and maintain our cyber security policies, roles and processes to ensure a robust governance structure. 
This includes:
defining clear roles and responsibilities;
integrating cyber security governance consistently with the Risk Management Framework (pdf, 662KB); and 
aligning cyber security activities with our strategic, governance, and compliance requirements.
The Chief Information and Digital Officer oversees our management of cyber security, including:
cyber security risks; and
cyber security funding.
ICT initiatives must comply with:
University requirements for vendor selection, procurement, and system design and implementation, as explained in the:
Procurement Policy;
Procurement Sourcing Procedures; and
UniBuy Procurement Procedures; and 
the operational and technology governance guidelines and processes set out in the Cyber Security Standards.
[bookmark: Identify][bookmark: _Toc243480973]Identify
We identify and manage cyber security risks to users, operations, ICT resources and digital information consistently with the Risk Management Framework (pdf, 662KB) and Risk Appetite Statement (pdf, 712KB).
We do this by:
understanding and assessing threats and vulnerabilities;
implementing comprehensive risk management processes and treatment plans to prioritise and address potential risks; and
assigning risks to an accountable risk owner consistently with the Risk Management Framework (pdf, 662KB).
Heads of organisational units: 
identify roles within their unit that may have privileged access to ICT resources;
assign risk owners for cyber security risks within their local risk register; and
assign one or more business system owners within their unit, in consultation with:
the Chief Information and Digital Officer; or 
Chief Information Security Officer.
Heads of organisational units and business system owners:
identify and manage cyber security risk for their units and systems;
assess and determine cyber security risk ratings, and implement and maintain appropriate controls, consistently with the:
Risk Management Framework (pdf, 662KB); and 
Cyber Security Standards;
promote a cyber security risk management culture; and
require and support compliance with the Cyber Security Standards.
Business system owners classify digital information within ICT resources:
under their remit; and
consistently with relevant Cyber Security Standards.
[bookmark: Protect][bookmark: _Toc243480974]Protect
We safeguard our ICT resources, digital information and operations.
We do this by:
ensuring access is authorised and restricted based on need;
deploying protective technologies;
enforcing security policies and practices; and
conducting training and awareness programs to educate users about their responsibilities. 
The Chief information Security Officer: 
oversees the design and implementation of our cyber security strategy and capabilities;
determines the cyber security controls and ICT services that we need to support our:
cyber security strategy;
strategic priorities; 
legal and contractual obligations; and 
policies and procedures; and
administers:
the Cyber Security Standards;
cyber security awareness training; and
cyber security response testing.
Business system owners:
engage with ICT for any acquisition of technology or external ICT services, consistently with the:
Procurement Policy and procedures; and 
Delegations of Authority Rule.
develop, implement and maintain any necessary cyber security capabilities, access permissions or controls for ICT resources:
under their remit; and
consistently with the Risk Management Framework (pdf, 662KB) and relevant Cyber Security Standards.
[bookmark: _Toc235691891][bookmark: _Toc235700219][bookmark: Detect][bookmark: _Toc243480975]Detect
We continuously monitor and analyse our ICT resources and digital information to detect potential cyber security events.
We do this by:
using monitoring tools and threat intelligence to help identify cyber security events;
monitoring the external online environment to identify emerging threats, vulnerabilities, exposures, malicious activity, and risks that may affect the University; and 
promptly identifying and reporting incidents, vulnerabilities and control deficiencies.
[bookmark: Respond][bookmark: _Toc243480976]Respond
If a cyber security incident occurs, we:
execute response and recovery plans:
as part of our Organisational Resilience Framework (pdf, 351KB); and 
consistently with the Cyber Security Incident Response Plan;
coordinate response activities with relevant internal and external stakeholders;
analyse and mitigate the impact of incidents; and 
communicate transparently with affected parties while preserving confidentiality where required. 
[bookmark: Recover][bookmark: _Toc243480977]Recover
We maintain resilience and support timely recovery from cyber security incidents.
We do this by:
establishing and maintaining recovery plans to enable continuity of critical operations;
regularly testing and updating recovery strategies and plans; and
learning from past incidents to improve future responses and recovery efforts.
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[bookmark: Events][bookmark: _Toc243480978]Cyber security events and reporting
[bookmark: YouMustReport][bookmark: _Toc243480979]You must report security concerns
Any person who identifies or suspects a cyber security event, control deficiency, or vulnerability must report it as soon as possible to:
our Shared Service Centre; or
the ICT Cyber Security team.
Note:	Physical security events, including theft of ICT assets and non-digital information, should be reported to Protective Services.
If the reported event may also result in a data breach, the person who identifies it must also report it: 
to privacy.enquiries@sydney.edu.au;
under the Data Breach Policy.
Note:	See also the Reporting Wrongdoing Policy
[bookmark: HowWeManage][bookmark: _Toc243480980]How we manage reported concerns
The Chief Information Security Officer manages our response to reported cyber security events.
This includes:
deciding whether a cyber security event is a cyber security incident, consistently with the Cyber Security Incident Response Plan; and 
directing the people and resources needed to respond.
Note:	See the Cyber Security Standard - Incident Management
For cyber security incidents, the Chief Information Security Officer must manage the event based on its severity.
This includes escalation to: 
the Chief Information and Digital Officer;
the relevant Head of Organisational Unit; and
the University’s Crisis Management Committee, for incidents with a high potential to disrupt University operations or reputation.
Note:	See the Cyber Security Standard - Incident Management
Where a cyber security incident may involve a notifiable data breach, the Chief Information Security Officer must escalate the incident to the Privacy Office.
The Privacy Office responds to data breaches related to cyber security events.
[bookmark: HowWeReport][bookmark: _Toc243480981]How we report on risks and performance
The Chief Information Security Officer must report at least annually:
to University Executive and the University Executive Operations Committee;
on the management of cyber security risks and the operation of cyber security controls.
Note:	See the Cyber Security Standard - Risk Management for more information.
University Executive and the University Executive Operations Committee provide oversight:
of the strategic direction and governance of cyber security;
through consideration of cyber security risk and performance reporting.
Heads of organisational units and Business System Owners must report:
to the Chief Information Security Officer;
on cyber security risks within their unit or system.
Note:	See the Cyber Security Standard - Risk Management for more information.
[bookmark: HowWeReportEvents][bookmark: _Toc243480982]How we report on events
The Chief Information Security Officer must report at least annually:
to University Executive and the University Executive Operations Committee;
on the number, nature and severity of cyber security incidents.
Note:	See the Cyber Security Standard - Risk Management for more information.
[bookmark: Confidentiality][bookmark: _Toc243480983]Confidentiality
Except where required or authorised by law, University policy or procedures, or applicable Cyber Security Standards, users must not communicate to external parties our:
cyber security risks;
controls;
events; or 
incidents.
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[bookmark: RolesAndResponsibilities][bookmark: _Toc243480984]Roles and responsibilities
[bookmark: _Toc198710194][bookmark: _Toc210725662][bookmark: _Toc210736152][bookmark: _Toc235691903][bookmark: _Toc235700230][bookmark: _Toc235691904][bookmark: _Toc235700231][bookmark: _Toc235691905][bookmark: _Toc235700232][bookmark: _Toc235691906][bookmark: _Toc235700233][bookmark: _Toc235691907][bookmark: _Toc235700234][bookmark: _Toc198710196][bookmark: _Toc210725664][bookmark: _Toc210736154][bookmark: _Toc235691908][bookmark: _Toc235700235][bookmark: _Toc235691909][bookmark: _Toc235700236][bookmark: _Toc235691910][bookmark: _Toc235700237][bookmark: _Toc235691911][bookmark: _Toc235700238][bookmark: _Toc235691912][bookmark: _Toc235700239][bookmark: _Toc198710198][bookmark: _Toc210725666][bookmark: _Toc210736156][bookmark: _Toc235691913][bookmark: _Toc235700240][bookmark: _Toc235691914][bookmark: _Toc235700241][bookmark: _Toc235691915][bookmark: _Toc235700242][bookmark: _Toc235691916][bookmark: _Toc235700243][bookmark: _Toc235691917][bookmark: _Toc235700244][bookmark: _Toc235691918][bookmark: _Toc235700245][bookmark: _Toc198710200][bookmark: _Toc210725668][bookmark: _Toc210736158][bookmark: UniversityExecutive][bookmark: _Toc243480985]University Executive 
considers and responds to reports about our cyber security risk and its management.
[bookmark: _Toc198710202][bookmark: _Toc210725670][bookmark: _Toc210736160][bookmark: UniversityExecutiveOpsComm][bookmark: _Toc243480986]University Executive Operations Committee 
endorses the strategic direction and governance of cyber security measures;
considers and responds to reports about our cyber security risk and its management.
[bookmark: _Toc235691921][bookmark: _Toc235700248][bookmark: _Toc235691922][bookmark: _Toc235700249][bookmark: _Toc198710205][bookmark: _Toc210725673][bookmark: _Toc210736163][bookmark: CIDO][bookmark: _Toc243480987]Chief Information and Digital Officer
oversees our management of cyber security.
[bookmark: _Toc198710207][bookmark: _Toc210725675][bookmark: _Toc210736165][bookmark: CISO][bookmark: _Toc243480988]Chief Information Security Officer
oversees the design and implementation of our cyber security strategy and capabilities;
reviews and reports on the management of cyber security risks and controls; and
approves and administers the Cyber Security Standards.
[bookmark: PrivacyOffice][bookmark: _Toc243480989][bookmark: _Toc235691925][bookmark: _Toc235700252][bookmark: _Toc235691926][bookmark: _Toc235700253][bookmark: _Toc235691927][bookmark: _Toc235700254][bookmark: _Toc235691928][bookmark: _Toc235700255][bookmark: _Toc235691929][bookmark: _Toc235700256][bookmark: _Toc235691930][bookmark: _Toc235700257][bookmark: _Toc235691931][bookmark: _Toc235700258][bookmark: _Toc198710209][bookmark: _Toc210725677][bookmark: _Toc210736167]Privacy Office
responds to data breaches related to cyber security events. 
[bookmark: _Toc198710211][bookmark: _Toc210725679][bookmark: _Toc210736169][bookmark: HOUsBSOs][bookmark: _Toc243480990]Heads of organisational units and business system owners
identify and manage cyber security risk for their units and systems;
require and support compliance with the Cyber Security Standards; and
report and escalate identified cyber security risks.
[bookmark: _Toc235691934][bookmark: _Toc235700261]Note:	See the Cyber Security Standard - Risk Management for more information.
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[bookmark: _Toc198710213][bookmark: _Toc210725681][bookmark: _Toc210736171]
[bookmark: Definitions][bookmark: _Toc243480991]Definitions
In this Policy a reference to ‘we’, ‘our’ or ‘us’ means the University.

	affiliate 
	as set out in the Staff and Affiliates Code of Conduct:
a person appointed or engaged by the University to perform duties or functions on its behalf, including but not limited to:
an honorary title holder engaged under the Honorary Titles Policy 
a consultant or contractor to the University; 
an office holder in a University entity, a member of any University committee, board or foundation; and
an affiliate is not an employee of the University

	business system owner
	the person who is accountable for the business capability and technology service offering of a particular business system at the University. This includes any associated cyber security responsibilities and risk as defined with the Cyber Security Framework

	control deficiency
	weakness in an information system, internal controls, external controls, or implementation that could be exploited

	cyber security
	the measures we take to:
protect ICT, digital information systems, networks, devices and digital information from compromise or interruption; and
facilitate rapid and effective detection and response to any compromise or interruption of an ICT resource

	cyber security control
	any management, operational or technical measure (including safeguards or countermeasures) that we put in place for cyber security

	cyber security event
	an event relating to any cyber security control that protects our ICT resources from compromise or interruption. This includes internal or external acts that:
may bypass or contravene applicable controls, policies, or procedures; or
may potentially compromise the confidentiality, integrity, or availability of ICT resources

	cyber security incident
	a cyber security event that is declared by the Chief Information Security Officer to have the potential to adversely impact the confidentiality, integrity or availability of a University ICT resource

	Cyber Security Standard
	the mandatory standards for specific ICT activities determined by the Chief Information Security Officer under clauses 2.2 and 5.4 of this Policy

	digital information
	information that is in a digital or electronic form and is stored, processed or transmitted within an ICT service or ICT asset

	ICT
	Information and Communications Technology

	ICT asset
	any hardware, software, cloud-based services, communication devices, data centres, or networks that we own or provide to a user

	ICT resource
	any ICT service, ICT asset or digital information and data

	ICT service
	any business or technology function that we provide using one or more ICT assets.  This includes:
application systems (including software-as-a-service); and
ICT infrastructure services such as:
· operating systems
· databases
· voice and data telecommunications services
· network services
· media services
· file and print services
· email services

	Organisational Resilience Framework
	as set out in the Risk Management Policy: 
the document, or set of documents, required by clause 10 [of that policy]

	organisational unit
	any of:
a faculty;
a University school;
a portfolio or professional services unit controlled by a Principal Officer; and
a Level 4 Centre per clause 8 of the Centres Policy

	Principal Officer
	as set out in the Delegations of Authority Rule:
any of:
Vice-Chancellor and President; 
Senior Deputy Vice-Chancellor and Provost;
Deputy Vice-Chancellor; 
Vice-President; and
General Counsel

	risk
	as set out in the Risk Management Policy:
means the effect of uncertainty on objectives

	Risk Management Framework
	as set out in the Risk Management Policy:
the set of documents required by clause 9 [of that policy], which provide the foundation and arrangements for designing, implementing, monitoring, reviewing and continually improving risk management at the University

	risk owner
	as set out in the Risk Management Policy:
the role recorded against a particular risk in a risk register to discharge the responsibilities specified in clause 12 [of that policy]

	University Executive
	the management committee which comprises members of the University’s senior leadership

	vulnerability
	a weakness in the design, implementation or operation of an ICT resource, system component or security control, that could be exploited or triggered by a threat
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[bookmark: _Toc243480992]Notes
[bookmark: _Toc135744609][bookmark: _Toc135747361]Recissions and replacements
This document replaces the following, which are rescinded as from the date of commencement of this document:
Cyber Security Policy 2019, which commenced on 23 September 2021.

Cyber Security Policy 2026
	Date approved
	[date]

	Date commenced
	[date]

	Date for review
	

	Approver
	Vice-President (Operations)

	Owner(s)
	Chief Information and Digital Officer

	Date last amended
	[date]

	Related documents
	Delegations of Authority Rule
Student Discipline Rule
Enterprise Agreement 2023-2026 (pdf, 1.7MB)
Organisational Resilience Framework (pdf, 351KB)
Risk Management Framework (pdf, 662KB)
Risk Appetite Statement (pdf, 712KB)
Staff and Affiliates Code of Conduct
Student Charter
Acceptable Use of ICT Resources Policy
Data Breach Policy
Payment Card Industry Data Security Policy
Privacy Policy
Procurement Policy
Recordkeeping Policy
Risk Management Policy
Privacy Procedures
Procurement Sourcing Procedures
UniBuy Procurement Procedures




	[image: ]
	[image: ]

	[image: ]
	[image: ]
	[image: ]
	[image: ]
	[image: ]

	Contents
	Purpose and application
	Framework
	Principles
	Events and reporting
	Roles and responsibilities
	Definitions
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