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[bookmark: Purposeandapplication][bookmark: _Toc239947724]Purpose and application
[bookmark: _Toc162273225][bookmark: _Toc239947725]Purpose
This Policy:
explains how we use and manage surveillance technology; 
supports our compliance with related policy and legislation; and
is one way we give notice to staff under the Workplace Surveillance Act 2005 (NSW).
[bookmark: _Toc239947726]Start date
(1) This Policy commences on XXXX
[bookmark: _Toc239947727]Application
(1) This Policy applies to:
(a) University community members; and
(b) contractors who use or manage video surveillance on behalf of the University.
(2) This Policy does not apply to recording undertaken primarily for:
(a) teaching;
(b) learning;
(c) research; or
(d) [bookmark: Requirements1]media or communications purposes.
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[bookmark: Before][bookmark: _Toc239947728]Before using surveillance technology
[bookmark: _Toc239344598][bookmark: _Toc239947729][bookmark: _Toc239344562][bookmark: _Toc239344599][bookmark: _Toc239947730][bookmark: _Toc239344563][bookmark: _Toc239344600][bookmark: _Toc239947731][bookmark: _Toc239947732][bookmark: Clause21]When can we use surveillance technology?
On University lands, surveillance technology must only be used:
to help the safety and security of people accessing our lands, including during demonstrations and emergency events;
to minimise the risk of unauthorised people accessing and using our lands;
to protect and monitor our lands;
when de-identified, for analytical purposes to:
map, record and assess relevant trends; and
plan and manage space utilisation, traffic flows, and resources; 
for recording details of access to and use of our lands, including:
peoples’ identity; and
time of access;
for investigative, disciplinary or legal purposes, including for:
assessments;
investigations; and 
identifying people involved in relevant conduct, consistently with University policies and procedures;
in controlled circumstances, for training and continuous improvement of University security services;
for planning, prevention, response or recovery from an incident, emergency or crisis; and
to reasonably and proportionately meet our obligations to manage risks to health, safety and property under law and relevant regulative instruments.
[bookmark: _Toc239947733][bookmark: _Toc239947734][bookmark: _Toc239947735][bookmark: _Toc239947736][bookmark: _Toc239328946][bookmark: _Toc239332590][bookmark: _Toc239332734][bookmark: _Toc239328947][bookmark: _Toc239329030][bookmark: _Toc239332591][bookmark: _Toc239332735][bookmark: _Toc239329031][bookmark: _Toc239332592][bookmark: _Toc239332736][bookmark: _Toc239947737]When can’t we use surveillance technology?
(1) Surveillance technology must not be installed, used or configured: 
(a) for personal purposes; or
(b) to routinely monitor the activities or performance of an individual where there is no authorised purpose; 
(2) Surveillance technology approved under clause 2.3 must not be obscured, defaced or tampered with.
(3) University community members must not install or use personal surveillance technology on our lands. 
(4) The existence of surveillance technology does not by itself mean it can be used.
[bookmark: _Toc239947738][bookmark: clause23]Who approves surveillance technology?
(1) The Director, Protective and Risk Services (PRS) must approve:
(a) authorised users of surveillance technology; 
(b) the installation of new CCTV cameras;
(c) the deployment of a new category of BWC;
(d) the activation and use of facial recognition functionality;
(e) the installation or designation of CCTV cameras for facial recognition use; 
(f) any changes to the use of surveillance technology that substantially alters:
what information is collected;
where information is collected;
the people likely to be affected;
the purposes for which surveillance is used; or
the way surveillance information is analysed, stored, accessed or disclosed; and
(g) PRS standard operating procedures:
(i) for the use of BWC and facial recognition;
(ii) before that technology is used.
[bookmark: _Toc239947739][bookmark: Clause24]Training
The Technical Security Systems Administrator must require authorised users to attend training at least annually on:
the Privacy Policy;
relevant PRS standard operating procedures;
the University’s privacy and recordkeeping requirements;
deploying, operating and managing surveillance technology; and
escalation and incident reporting.
[bookmark: _Toc239947740]Enquiries and complaints
Enquiries or complaints about privacy related matters should be directed to the Privacy Officer.
Note:	For more information about privacy, see the Privacy Policy and Privacy Procedures.
Other enquiries or complaints should be directed to one of the following:
Chief, Central Operations Services;
Director, PRS;
Senior Operations Manager, PRS; or
Technical Security Senior Manager, PRS.
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[bookmark: HowToUse][bookmark: _Toc239947741]How to use surveillance technology
[bookmark: _Toc239947742]Operating surveillance
CCTV cameras and BWC used on our lands must be operated consistently with:
related policy and legislation;;
relevant regulatory instruments;
this Policy; and
PRS standard operating procedures.
CCTV cameras may be installed at multiple points on our lands, excluding:
change rooms;
toilet facilities;
shower and bathing facilities; and
other areas directed by law.
[bookmark: _Toc230848646][bookmark: _Toc230848850][bookmark: _Toc230857680][bookmark: _Toc239328955][bookmark: _Toc239329038][bookmark: _Toc239332599][bookmark: _Toc239332743][bookmark: _Toc230848647][bookmark: _Toc230848851][bookmark: _Toc230857681][bookmark: _Toc239947743]Signs for surveillance
We must have clear signs notifying people we use surveillance technology.
Signs notifying people that CCTV cameras and BWCs are operating must:
be located at all major entrances to the University;
be located at building entrances, including:
carparks;
side entrances;
event spaces; and
cafes.
be clearly visible;
be appropriately lit, if necessary;
be placed within normal eye range;
identify the University as the operator of the CCTV;
include or direct to the following information:
that the CCTV is in operation continuously; 
that BWC are used when required and approved;
the purposes for which CCTV and BWC is used;
where to obtain copies of this Policy, the Privacy Policy and Privacy Procedures;
how people may raise complaints or concerns;
people are entitled to access their own personal information recorded by the CCTV; 
how people can access their own personal information recorded by the CCTV; 
how long CCTV and BWC recordings are retained for; and
the website address where people can find further information.
[bookmark: _Toc239329040][bookmark: _Toc239332601][bookmark: _Toc239332745][bookmark: _Toc239947744]Installing surveillance
The Director, PRS must approve the installation of new CCTV cameras consistently with clause 2.1.
Only approved, licensed security contractors can install CCTV cameras.
Before installing a new CCTV camera, we must give at least 14 days written notice to University community members, stating:
where the surveillance will be carried out;
how the surveillance will be carried out;
when the surveillance will start;
whether the surveillance will be continuous or intermittent;
whether the surveillance will be for a specified limited period or ongoing; and
whether the surveillance is configured with a privacy mask to restrict CCTV vision.
We must advise authorised users who we are providing with a BWC that their activities will also be recorded.  
[bookmark: _Toc239947745]Providing and wearing BWC
(1) The Director, PRS must approve the providing and wearing of new BWC consistently with clause 2.1.
(2) All PRS guards are provided:
(a) a BWC; and 
(b) training consistent with clause 2.4.
(3) BWC must be clearly visible and not be used covertly.
BWC must include visual light signifiers when recording.
Guards must give verbal notification when BWCs are activated, as far as reasonably possible. 
(4) Only approved security contractors can provide BWC.
[bookmark: _Toc239947746]Configuring surveillance 
(1) Only authorised users may configure or reconfigure surveillance technology.
(2) Authorised users must configure surveillance technology to only collect information that is reasonably necessary for its approved purposes. 
[bookmark: _Toc239947747]Removing surveillance
(1) Except for the temporary removal of CCTV cameras for maintenance:
(a) the Director, PRS must approve the temporary or permanent stopping of the use of any CCTV camera; and
(b) only approved security contractors can remove CCTV cameras.
(2) PRS staff can remove BWCs consistently with PRS standard operating procedures. 
[bookmark: _Toc239947748]Monitoring surveillance
(1) Only authorised users may monitor CCTV and BWC vision and audio:
(a) from the control rooms or, in exceptional cases, monitors in particular buildings; and
(b) only for purposes consistent with this Policy, the Privacy Policy and Privacy Procedures.
(2) Where authorised users monitor CCTV vision outside the control room:
(a) the monitors must be positioned to exclude viewing by the general public as much as practicable; and 
(b) when operational, the monitors must be under the control of an authorised user; 
(c) authorised users must not allow visitors to view footage without the permission of PRS; and
(d) any audio playback from BWCs is controlled and audible only to those with a need to know.
(3) The Technical Security Systems Administrator must annually review:
(a) the location of the dedicated security monitors in particular buildings; 
(b) authorised users who have access to CCTV vision on dedicated security monitors in particular buildings; and
(c) the ongoing validity and appropriateness of audio recording as part of all BWC recording deployment.
[bookmark: _Toc239947749]Using facial recognition 
(1) Facial recognition must not be used:
(a) for general identification of people accessing University lands;
(b) for mass biometric screening; or
(c) to create or maintain an unknown-person database.
(2) Before action is taken in response to a facial recognition match:
(a) an authorised operator must conduct a human verification; and
(b) the match and resulting action must be recorded.
[bookmark: _Toc239947750]Third-party access to vision
A person who is not an authorised user may apply for access to or information about CCTV and BWC vision:
under the Government Information (Public Access) Act 2009 (NSW);
by contacting gipa.enquiries@sydney.edu.au.
Third parties that require access to CCTV and BWC vision under subpoena, warrant or other court order should contact the Proper Officer.
Law enforcement agencies may be provided access to the following after approval, consistently with this Policy, the Privacy Policy and Privacy Procedures:
the control rooms;
dedicated security monitors located outside the control room;
live CCTV and BWC vision;
restricted CCTV and BWC vision; and
retained CCTV and BWC vision.
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[bookmark: After][bookmark: _Toc239947751]After using surveillance technology
[bookmark: _Toc239947752]Retaining recordings including BWC audio recordings
PRS must retain and appropriately store copies of requests for access to CCTV and BWC recordings.
Note:	For more information about recordkeeping, see the Recordkeeping Policy.
We generally retain recordings for only 30 days, unless a valid request is received within 30 days:
from a law enforcement agency; 
for the purpose of conducting a preliminary assessment or investigation; or
under the Government Information (Public Access) Act 2009.
Retained recordings must be:
securely stored in either:
Records Online; or 
the Video Management System (VMS); and
accessible only by authorised users, consistently with this Policy.
When no longer required to be retained, the Technical Security Systems Administrator must delete recordings:
securely and permanently; and
consistently with the State Records Act 1998.
[bookmark: _Toc239947753]Registers and recordkeeping
The Technical Security Systems Administrator must maintain the following registers:
register of authorised users;
register of access to the control room;
register of access to monitors located outside control room;
register of CCTV camera configuration; and
register of CCTV and BWC training.
Authorised users must record their activities in the relevant register if they:
provide access to the control room or to dedicated CCTV monitors located outside control room to a visitor; or
change the configuration of a CCTV camera.
[bookmark: _Toc239947754]Reporting
The Technical Security Senior Manager, PRS must provide a report to the Director, PRS: 
every 6 months;
which summarises the information recorded in the registers.
on the effective operation of surveillance technologies and any issues, complaints or concerns raised. 
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[bookmark: _Toc230857702][bookmark: _Toc230848669][bookmark: _Toc230848873][bookmark: _Toc230857703][bookmark: _Toc239947755]Roles and responsibilities
[bookmark: _Toc239947756]Proper Officer
approves requests for the release of CCTV and BWC vision.
[bookmark: _Toc239947757]Director, PRS
(1) approves new CCTV cameras and BWC; and
(2) approves the stopping and removal of CCTV cameras.
[bookmark: _Toc230848883][bookmark: _Toc230857707][bookmark: _Toc239947758]Technical Security Senior Manager, PRS
reports to the Director, PRS with a summary of the registers set out in Part 4.
[bookmark: _Toc230848885][bookmark: _Toc230857709][bookmark: _Toc239947759]Technical Security Systems Administrator, PRS
maintains registers to record the use of CCTV as explained in Part 4;
annually reviews:
CCTV locations; and 
authorised users; and
when appropriate, deletes CCTV and BWC recordings.
[bookmark: _Toc239947760]Authorised users
monitor and access CCTV vision; and
complete the relevant registers as explained in Part 4.
[bookmark: _Toc230857712][bookmark: _Toc239328980][bookmark: _Toc239329063][bookmark: _Toc239332624][bookmark: _Toc239332768][bookmark: _Toc239947761]Approved security contractors
install and remove CCTV cameras; and
[bookmark: _Toc230848877]provide BWC.
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[bookmark: _Toc230848879][bookmark: _Toc230848881]
[bookmark: Definitions][bookmark: _Toc239947762]Definitions
(1) In this Policy, a reference to ‘we’, ‘our’ or ‘us’ means the University.
	approved security contractors
	authorised installers or accredited security companies who are panel approved, excluding remote sites and/or specific tenancies that are operated within local procedures

	authorised users
	users authorised within PRS, Central Operations Services, to configure, monitor, access and/or retain surveillance technology and vision

	BWC
	body worn cameras used for portable audio-visual recording systems  

	CCTV
	closed circuit television used as a network of video cameras that record images of people, with no sound

	control room
	the secure central location where CCTV monitors are viewed

	crisis
	as set out in the Risk Management Policy: 
an abnormal or unstable situation that threatens an organisation’s strategic objectives, reputation or viability

	Chief, COS
	the Chief, Central Operations Services

	emergency
	as set out in the Risk Management Policy: 
an incident which has immediate, serious impacts to safety, infrastructure or the environment, and which requires external emergency services to respond

	facial recognition
	a software feature that captures video footage through security cameras and uses artificial intelligence algorithms to detect, analyse, and match human faces against recorded footage to identify people

	law enforcement agency
	 any of:
· the NSW Police Force;
· the police force of another Australian state or territory;
· the NSW Crime Commission; 
· the Australian Federal Policy; 
· the National Crime Authority; 
· the Director of Public Prosecutions of any state or territory or of the Commonwealth; 
· the NSW Department of Corrective Services; 
· the Police Integrity Commission; 
· the Independent Commission Against Corruption;
· the NSW Department of Juvenile Justice; or
· any other law enforcement agency recognised by the Proper Officer

	personal surveillance technology
	any technology, device, equipment or software used to monitor, observe, record, track or collect information about an individual but does not include a University community member mobile telephone or the use of personal accessibility devices

	privacy mask
	a configuration applied to a camera to restrict the detail or movement of CCTV vision through blocking out, blurring or pixilation.

	Proper Officer
	the person appointed to receive subpoenas and third-party legal requests on behalf of the University. At the date of these Procedures, it is the Records Manager

	PRS
	Protective and Risks Services

	related policy and legislation
	any of:
· Privacy Policy
· Privacy Procedures
· Privacy and Personal Information Protection Act 1998 (NSW)
· Surveillance Devices Act 2007 (NSW)
· Workplace Surveillance Act 2005 (NSW)
including any amendment, re-enactment or replacement of any of the above, and any subordinate legislation 

	relevant regulatory instruments
	includes:
· Work Health and Safety Act 2011 (NSW); 
· Work Health and Safety Regulation 2025 (NSW); and
· Higher Education Standards Framework (Threshold Standards) 2021 (Cth);
including any amendment, re-enactment or replacement of any of the above, and any subordinate legislation

	research
	as set out in the Research Code of Conduct and means research conducted:
· as part of a project approved by the relevant research governance process; and
· for a lawful purpose.

	restricted CCTV vision
	vision taken by a camera that is configured with a privacy mask

	surveillance technology  
	includes:
· Closed Circuit Television (CCTV) video; 
· Body Worn Camera (BWC) video and audio; 
· facial recognition technology, used in conjunction with CCTV

	third parties
	includes: 
external solicitors; 
insurance companies; and 
law enforcement agencies

	University community
	as set out in the Campus Access Policy: 
staff, affiliates and students of the University.

	University lands (also referred to as ‘our lands’)
	as set out in the Campus Access Policy: 
includes any land or roads occupied or used in connection with the University. This includes
· all or part of any building or structure; and
· any land used in connection with a building or structure

	VMS
	the Video Management System software used to manage, monitor, record, and analyse video footage from surveillance cameras (such as CCTV and BWC hardware). VMS also includes any video management software to operate BWCs
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[bookmark: _Toc239947763]Notes
[bookmark: _Toc135744609][bookmark: _Toc135747361]Recissions and replacements
This document replaces the following, which are rescinded from the date this document commences:
(1) CCTV Procedures 2019, which commenced on 8 August 2019

Video Surveillance Procedures 2026
	Date approved
	

	Date commenced
	

	Date for review
	

	Approver
	Vice President, Operations

	Owner(s)
	Director, Protective and Risk Services

	Date last amended
	[only one date is to be entered in this field]

	Related documents
	Government Information (Public Access) Act 2009
Privacy and Personal Information Protection Act 1998 (NSW)
State Records Act 1988
Surveillance Devices Act 2007 (NSW)
Workplace Surveillance Act 2005 (NSW)
Campus Access Policy
Health, Safety and Wellbeing Policy
Privacy Policy
Recordkeeping Policy
Resolution of Complaints Policy
Risk Management Policy
Privacy Procedures
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[bookmark: _Toc239947764]Amendment history
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