Draft Video Surveillance Policy FAQs

General 

Why is the University developing a Video Surveillance Policy?
The University is developing a Video Surveillance Policy in response to TEQSA guidance on strengthening student and staff safety and wellbeing, including managing risks associated with people from outside the University community accessing campus.
The proposed policy would replace the CCTV Procedures and bring CCTV, body-worn cameras (BWCs) and facial recognition within a single framework. It sets clear requirements for approving, using and managing these technologies, including training, privacy safeguards, access to recordings and recordkeeping.

What can surveillance recordings be used for?
Surveillance recordings may be used for approved purposes such as protecting people and property, responding to emergencies, managing unauthorised access and investigating incidents.
Where authorised, recordings may also support assessments, disciplinary or legal processes, and controlled training to improve security services. De-identified information may be used to assess trends and help plan space utilisation, traffic flows and resources.
Each use must be consistent with University policy and procedures. Facial recognition is subject to additional restrictions described below.


CCTV 

Are CCTV cameras recording all the time?
Yes. University CCTV operates continuously to support safety, security and incident management.
Authorised personnel may view live footage or review recordings when required for an approved purpose.

Does CCTV record conversations?
No. CCTV, as defined in the draft Video Surveillance Policy, records images without sound.
BWCs are different because they record both video and audio when activated.


Body-worn cameras 

Why are body-worn cameras being proposed? 
The use of BWCs is being proposed to support the safety and security of our University community and our security staff.
They can provide an accurate audio-visual record of an incident or interaction when required, supporting incident response, investigations and the appropriate management of safety and security risks.
Their use would form part of the University’s broader approach to surveillance technology and are used in accordance with the University’s draft Video Surveillance Policy, Privacy Policy and related procedures.

Are cameras recording all the time? 
No. BWCs are not used to continuously record the activities of security staff or members of the University community.
Security staff would wear BWCs while performing their duties, but recording is activated when there is an appropriate operational reason to do so, such as responding to a safety or security incident or an interaction where a recording may be required.

How will I know if I am being recorded? 
BWCs must be worn visibly and cannot be used covertly.
When recording is activated, the camera displays a visual recording indicator. Security staff will also provide a verbal notification that recording has commenced where it is reasonably possible to do so.

Who has access to the footage? 
Access to BWC recordings is restricted to authorised personnel and is provided according to their role and operational need.
Recordings may be accessed for approved purposes such as responding to or reviewing an incident, conducting an investigation, or managing an authorised request for footage.
Footage may also be provided to external parties in limited circumstances where authorised or required by law, such as an approved law enforcement request, court order or formal information-access process.

What situations would be considered ‘appropriate’ for their use?
BWCs are intended to be used when there is a reasonable safety, security or incident-management need to create a record of what is occurring.
This may include situations such as:
· managing incidents involving a risk to the safety of staff, students, visitors or security personnel
· responding to emergencies or significant incidents
· responding to aggressive, threatening or potentially confrontational behaviour
· responding to trespass, unauthorised access or other security incidents
· interactions that may require subsequent investigation, assessment or disciplinary or legal action.
The presence of a BWC does not mean that every interaction will be recorded. Recording must have an authorised operational purpose and be consistent with University policy and procedures.


Facial recognition 

Why is facial recognition being used?
Facial recognition is being introduced to support the safety and security of our University community. Facial recognition in this context refers to a software feature that captures video footage through security cameras and uses artificial intelligence algorithms to detect, analyse, and match human faces against recorded footage to identify people. It does not refer to non-software identification of individuals based on their facial features.
The University operates a large, open and exposed campus visited by tens of thousands each day. Facial recognition provides Security with an additional tool to help identify people known to present a serious safety or security risk, including repeat offenders associated with theft, break-ins and other serious security incidents.
Earlier identification can help Security respond sooner, prevent or reduce repeat incidents and deter people who may otherwise target the University.
Facial recognition forms part of the University’s broader approach to surveillance technology and is used in accordance with the University’s Video Surveillance Policy, Privacy Policy and related procedures.

Does facial recognition identify everyone on campus?
No. Facial recognition is not used to establish the identity of everyone entering or moving around campus.
The system is designed to look for specific people who have been placed on an authorised security watchlist.
People passing through an area where facial recognition is operating may have their image compared with the authorised watchlist, but this does not mean that they are identified, tracked or added to a database.

Will current staff and students be subject to facial recognition?
Current staff and students will not be placed on facial recognition watchlists.
An exception may apply only where a person presents a real and imminent safety risk and their inclusion has been appropriately assessed and authorised.
Facial recognition will not identify or track the everyday movements of staff or students.

Will facial recognition be used to investigate staff or student misconduct?
No. Facial recognition (as defined above) will not be used to investigate staff or student misconduct, workplace matters, academic matters or general breaches of University rules.
Its use is strictly focused on preventing and responding to serious safety and security risks.


Information and privacy
How will my privacy be protected?
The use of CCTV, BWCs and facial recognition is subject to the University’s privacy, surveillance, information security and recordkeeping requirements.
Surveillance technology must only collect information reasonably necessary for its approved purposes. Recordings and associated information are stored securely, and access is restricted to authorised personnel according to their role and operational need.
Surveillance technology must not be used for personal purposes or to routinely monitor an individual’s activities or performance where there is no authorised purpose. Facial recognition is subject to the additional limits on identification and watchlists described below.

Who can I contact if I have a privacy concern or complaint?
Privacy enquiries or complaints about CCTV, BWCs or facial recognition should be directed to the University’s Privacy Officer at privacy.enquiries@sydney.edu.au.

Can I request a copy of the video if I am captured in it? 
Yes. Students, staff, and visitors can request access to their personal data via a formal Government Information (Public Access) Act (GIPA) request.

